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As an 18-year-old product of the digital age, I rely on my cell phone for work and 

school communications, social media, and personal relations. My phone holds and 

stores vast amounts of extremely personal information and data about me and my life. 

As a criminal justice student, I am keenly aware of the Fourth Amendment and its 

protections as they pertain to me, as well as the issues associated with its application to 

protecting my personal privacy, including the contents of my cell phone. Many recent 

court cases have sought to clarify the meaning of Fourth Amendment protections and in 

reflecting on these cases, it's clear the court is moving towards protecting privacy in the 

digital age. In Riley vs California, Chief Justice Roberts wrote: “The fact that technology 

now allows an individual to carry such information in his hand does not make the 

information any less worthy of the protection for which the founders fought.” The surge 

in wireless technology and communication has posed questions on what would be 

considered an “unreasonable search and seizure” in the digital age, and how the Fourth 

Amendment would apply. The Fourth Amendment embodies the fundamental American 

values of a limited government, the right to privacy and an individual’s reasonable 

expectation of privacy. Since colonial times to today, the issues of the Fourth 

Amendment have continued to be a concern because of the delicate balance between 

society's need for order and safety and the individual's right to autonomy and privacy. 

This Amendment protects citizens from unreasonable searches and seizures in their 

persons, houses, papers, and effects from government action by requiring the 

government to establish probable cause to obtain a warrant when they seek to search 

or seize a person or their things. These rights are a means of checking the power of the 
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government and protecting individuals from arbitrary and invasive actions by the 

government. The intent of the Fourth Amendment hasn’t changed over time, but in a 

modern society, the application of the Fourth Amendment requires an adjustment so 

that it protects individual privacy but still allows the government to effectively do their 

job.  

In recent years, the issue of how the Fourth Amendment applies to cell phones 

has been prominent and the solution is still unclear. Cell phones are more than phones, 

they’re mini handheld computers, they’re smartphones. Cell phones have the ability to 

track your location, store files, keep records of everyday phone calls and text 

messages, store emails, and report metadata to phone companies. Cell phones are the 

2019 version of what the Fourth Amendment would consider the equivalent of “papers 

and effects.” The landmark court case, Katz vs The United States established the 

reasonable expectation of privacy standard for Fourth Amendment cases. The outcome 

of the Katz case concluded that the Fourth Amendment applied in cases where an 

individual has a reasonable expectation of privacy in what is to be searched or seized. 

Many people, including myself, would consider themselves reasonable people. Katz has 

allowed for there to be a test, or standard to protect our expectations of privacy as 

reasonable people. As technology progresses, the reasonable expectation of privacy 

standard continues to remain in effect in cases subsequent to Katz. 

Riley vs California is one of the first landmark cases that has paved the way for 

the Fourth Amendment in the digital age. The outcome of Riley vs California was that 

while although officers are allowed to stop and frisk for their safety, cell phones do not 

pose a physical threat to them, and individuals have a reasonable expectation of privacy 
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in the contents of their phones, requiring a warrant for them to be searched. This 

decision sets a precedent for related cases that follow Riley vs California. Phones are 

more than just calling and texting, they’re mini computers, where I, like most people, 

password protect my phone because I consider its contents private. Riley vs California 

is further validation that there is a reasonable expectation of privacy in my phone and I 

am now granted those protections. 

Individuals believe they have privacy in their movements. Jones vs The United 

States has given personal movements more protection. The court ruled that the 

installation of a GPS tracking device on Jones’ vehicle without a warrant constituted an 

unlawful search under the Fourth Amendment because a Fourth Amendment search 

occurs whenever the government violates a subjective expectation of privacy that 

society recognizes as reasonable. The secured contents of cell phones have now been 

awarded protection, but what about the GPS locations of cell phones that are stored by 

cell phone companies? Carpenter vs The United States opens the door for this 

discussion. The Carpenter case evaluates how the Fourth Amendment applies to 

telephony metadata, more specifically cell site location information, that is collected 

from cell phones and stored by cell phone providers. The internet and technology have 

become the foundations of success in our digital society. Individuals don’t just 

voluntarily give up their data records to third parties, they have no choice but to do so to 

function in a modern society. Everything is now done over email, phone calls, and text 

messages. Work and personal files are being stored on smartphones because they 

function almost exactly the same as computers and are inherently more convenient to 

use.  
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Riley v California has extended Fourth Amendment protections to the contents of 

our phones because the information held on them is private and it has been recognized 

that we have a reasonable expectation of privacy in them per the Katz case. Jones vs 

The United States and the Carpenter case have allowed for our location to be 

recognized as private because it reveals the personal privacies of our lives. Justice 

Brandeis wrote in his famous dissent In Olmstead vs The United States, “the Court is 

obligated as “subtler and more far-reaching means of invading privacy have become 

available to the Government”—to ensure that the “progress of science” does not erode 

Fourth Amendment protections.” 

 


